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● Introducing Tagged Unions
● Static Analysis, Symbolic Execution
● Defining Tagged Unions for Analysis
● Detecting Inconsistent Tagged Union Accesses

Agenda
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Unions
struct bar {

int64 i;

float f;

};

union bar {

int64 i;

float f;

};

[][][][][][][][]   [][][][]
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    int64/float
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Unions
struct bar {

int64 i;

float f;

};
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Unions
struct bar {

int64 i;

float f;

};

union bar {

int64 i;

float f;

};

[][][][][][][][]   [][][][]

     int64          float
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float and remainder 
of previous int64
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union shape {
struct shape_circle circle;
struct shape_rectangle rectangle;
struct shape_triangle triangle;

};

float shape_area(union *shape s) {
???

}

Tagged Unions
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struct shape {

enum shape_type type;

union {

struct shape_circle circle;

struct shape_rectangle rectangle;

struct shape_triangle triangle;

} data;

};

Tagged Unions



10

struct shape {

enum shape_type type;

union {

struct shape_circle circle;

struct shape_rectangle rectangle;

struct shape_triangle triangle;

} data;

};

Tagged Unions



11

struct shape {

enum shape_type type;

union {

struct shape_circle circle;

struct shape_rectangle rectangle;

struct shape_triangle triangle;

} data;

};

Tagged Unions



12

struct shape {

enum shape_type type;

union {

struct shape_circle circle;

struct shape_rectangle rectangle;

struct shape_triangle triangle;

} data;

};

Tagged Unions
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float shape_area(struct *shape s) {

switch (s->type) {

case circle:    ...

case rectangle: ...

case triangle:  ...

}

}

Tagged Unions
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float shape_area(struct *shape s) {
switch (s->type) {

case circle:    ...
case rectangle: ...
case triangle:  ...

}

}

Tagged Unions
struct shape {

enum shape_type type;
union {

struct circle    circle;
struct rectangle rectangle;
struct triangle  triangle;

} data;

};
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Agenda
● Introducing Tagged Unions ✓
● Static Analysis, Symbolic Execution
● Defining Tagged Unions for Analysis
● Detecting Inconsistent Tagged Union Accesses
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Static Analysis
● Analyzing the program behavior without running it on concrete inputs
● Does not require the complete running environment, e.g. network, file system
● Can be used from the earliest phases of development
● An automated way of finding mistakes
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Clang Static Analyzer
● Subprojects of the open source LLVM project
● Clang-Tidy: AST matching
● Clang Static Analyzer: Symbolic execution
● The presented tool is implemented in the Clang Static Analyzer and uses Symbolic execution
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Symbolic Execution
● Execute the program like normally, except:

– When a value is unknown: Denote it with a symbol.
– When a branch depends on a symbol: Fork the execution and record the constraints.
– No need to explore paths with contradicting constraints

Source: https://llvm.org/devmtg/2019-10/slides/Dergachev-DevelopingTheClangStaticAnalyzer.pdf

https://llvm.org/devmtg/2019-10/slides/Dergachev-DevelopingTheClangStaticAnalyzer.pdf
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Symbolic Execution
int main() {

FILE *f = fopen(”example.txt”, ”w+”);

if (f != NULL) {

fprintf(f, ”Hello world!”);

} else {

fprintf(stderr, ”Could not open file!”);

}

fclose(f);

return 0;

}
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Symbolic Execution
int main() {

FILE *f = fopen(”example.txt”, ”w+”);

if (f != NULL) {

fprintf(f, ”Hello world!”);

} else {

fprintf(stderr, ”Could not open file!”);

}

fclose(f);

return 0;

}

NULL file handle closed!

f = NULL

fclose(f)

Nothing yet

f {0∈ , ... ,0xffffffffffffffff}

fopen

if (f != NULL)

f {∈ 1, ... ,0xffffffffffffffff}

fprintf

fclose(f)

return 0

if (!(f != NULL))

f = NULL

fprintf

f = NULL

f = NULL

return 0

f {∈ 1, ... ,0xffffffffffffffff}

f {∈ 1, ... ,0xffffffffffffffff}

f {∈ 1, ... ,0xffffffffffffffff}
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Agenda
● Introducing Tagged Unions ✓
● Static Analysis, Symbolic Execution ✓
● Defining Tagged Unions for Analysis
● Detecting Inconsistent Tagged Union Accesses
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Defining Tagged Unions for Analysis
● C-Style tagged unions are well-known, but not standardized
● Adequate coverage with minimal risk of miscategorization
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● Either struct or class
● Exactly one enum member
● Exactly one union member
● Any number of other data members that are neither enums nor unions

Defining Tagged Unions for Analysis
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Agenda
● Introducing Tagged Unions ✓
● Static Analysis, Symbolic Execution ✓
● Defining Tagged Unions for Analysis ✓
● Detecting Inconsistent Tagged Union Uses
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 Precedence for Analyzed Bug
case TTYCODE_FLAG:

    n = tigetflag((char *) ent->name);

    if (n == -1)

        break;

    code->type = TTYCODE_FLAG;

    code->value.number = n;

    break;

case TTYCODE_FLAG:
    code->value.flag = 1;
    code->type = ent->type;
    break;

tmux, tty-term.c, commit ddb2d1221b3a824114e7c456251c4cf983b0b330

http://github.com/tmux/tmux/commit/ddb2d1221b3a824114e7c456251c4cf983b0b330
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case TTYCODE_FLAG:

    n = tigetflag((char *) ent->name);

    if (n == -1)

        break;

    code->type = TTYCODE_FLAG;

    code->value.number = n;

    break;

case TTYCODE_FLAG:
    code->value.flag = 1;
    code->type = ent->type;
    break;

TTYCODE_FLAG was used to access two distinct union fields!

 Precedence for Analyzed Bug

tmux, tty-term.c, commit ddb2d1221b3a824114e7c456251c4cf983b0b330

http://github.com/tmux/tmux/commit/ddb2d1221b3a824114e7c456251c4cf983b0b330
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case TTYCODE_FLAG:

    n = tigetflag((char *) ent->name);

    if (n == -1)

        break;

    code->type = TTYCODE_FLAG;

    code->value.flag = n;

    break;

case TTYCODE_FLAG:
    code->value.flag = 1;
    code->type = ent->type;
    break;

Got fixed to access the flag field in both cases.

 Precedence for Analyzed Bug

tmux, tty-term.c, commit ddb2d1221b3a824114e7c456251c4cf983b0b330

http://github.com/tmux/tmux/commit/ddb2d1221b3a824114e7c456251c4cf983b0b330
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Analysis Overview
● During symbolic execution record which enum value was used at each union field access.
● These pairs of (enum value, union field) are stored in a table per tagged union type.
● After the symbolic execution has finished, warning messages are generated when an enum constant was used to access multiple different union fields.
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Analysis Overview
● For a tagged union type T defined with the set of E := {e1 , ... , ek} enumeration values and the set of F := {f1 , ... , fj} union fields (k ∈ ℤ+, j ∈ ℤ+),
● the relation MT ⊆ E × F (recorded during the program’s symbolic execution) should satisfy:
● ∀e ∈ DMT : ∃! (e’, f) ∈ MT : e = e’
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 Analysis Example
int foo(struct tagged_union t) {

t.tag = tag1;

t.union.field1 = 3;

return t.union.field2;

}

Enum Union field

Program State:
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 Analysis Example
int foo(struct tagged_union t) {

t.tag = tag1;

t.union.field1 = 3;

return t.union.field2;

}

Enum Union field

Program State:
t.tag == tag1

t.tag = tag1;
Program State:
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 Analysis Example
int foo(struct tagged_union t) {

t.tag = tag1;

t.union.field1 = 3;

return t.union.field2;

}

Program State:
t.tag == tag1

Program State:
t.tag == tag1
t.union.field1 == 3

t.union.field1 = 3;

Enum Union field



43

 Analysis Example
int foo(struct tagged_union t) {

t.tag = tag1;

t.union.field1 = 3;

return t.union.field2;

}

Program State:
t.tag == tag1

t.union.field1 = 3;

Enum Union field

Program State:
t.tag == tag1
t.union.field1 == 3



44

 Analysis Example
int foo(struct tagged_union t) {

t.tag = tag1;

t.union.field1 = 3;

return t.union.field2;

}

Program State:
t.tag == tag1

t.union.field1 = 3;

Enum Union field

tag1 field1

Program State:
t.tag == tag1
t.union.field1 == 3



45

 Analysis Example
int foo(struct tagged_union t) {

t.tag = tag1;

t.union.field1 = 3;

return t.union.field2;

}

return t.union.field2

Enum Union field

tag1 field1

Program State:
t.tag == tag1
t.union.field1 == 3

Program State:
t.tag == tag1
t.union.field1 == 3



46

 Analysis Example
int foo(struct tagged_union t) {

t.tag = tag1;

t.union.field1 = 3;

return t.union.field2;

}

return t.union.field2

Enum Union field

tag1 field1

Program State:
t.tag == tag1
t.union.field1 == 3

Program State:
t.tag == tag1
t.union.field1 == 3



47

 Analysis Example
int foo(struct tagged_union t) {

t.tag = tag1;

t.union.field1 = 3;

return t.union.field2;

}

return t.union.field2

Enum Union field

tag1 field1

tag1 field2

Program State:
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 Analysis Example
int foo(struct tagged_union t) {

t.tag = tag1;

t.union.field1 = 3;

return t.union.field2;

}

Enum Union field

tag1 field1

tag1 field2

tag1 was paired with multiple different fields!
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  Reverse Initialization Heuristic
case TTYCODE_FLAG:

    n = tigetflag((char *) ent->name);

    if (n == -1)

        break;

    code->type = TTYCODE_FLAG;

    code->value.number = n;

    break;

case TTYCODE_FLAG:
    code->value.flag = 1;
    code->type = ent->type;
    break;

tmux, tty-term.c, commit ddb2d1221b3a824114e7c456251c4cf983b0b330

http://github.com/tmux/tmux/commit/ddb2d1221b3a824114e7c456251c4cf983b0b330
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Union part is initialized first, then the enum part second.

 Reverse Initialization Heuristic
case TTYCODE_FLAG:
    code->value.flag = 1;
    code->type = ent->type;
    break;
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code->type = ...;

...

case TTYCODE_FLAG:
    code->value.flag = 1;
    code->type = ent->type;
    break;

The check needs a heuristic, so that it does not 
prematurely pair a previous unrelated enum value to the 

union field, which happens to get updated before the type 
field, as the first step of the tagged union’s reinitialization.

 Reverse Initialization Heuristic
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case TTYCODE_FLAG:
   code->type = ent->type;
   code->value.flag = 1;
   break;

When the type is set first during 
initialization, no heuristic is needed.

 Reverse Initialization Heuristic
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 Reverse Initialization Heuristic
case TTYCODE_FLAG:
    𝜏->Union.field = 1;
    𝜏’->Enum = ent->type;
    break;

● 𝜏 and 𝜏’ must have tagged union types
● 𝜏 and 𝜏’ must refer to the same object
● Enum must be the tag field in the tagged union

● These two assignment statements must be right after 
each other in the AST
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tagged_union_t1 t1;
tagged_union_t1 t2;

t1.Union.field = ...;
t2.Enum = ...;

 Reverse Initialization Heuristic
case TTYCODE_FLAG:
    𝜏->Union.field = 1;
    𝜏’->Enum = ent->type;
    break;

● 𝜏 and 𝜏’ must have tagged union types
● 𝜏 and 𝜏’ must refer to the same object
● Enum must be the tag field in the tagged union

● These two assignment statements must be right after 
each other in the AST
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struct tagged_union_t1 {
enum { ... } Type;
int Enum;
union { ... } Union;

};

tagged_union_t1 t1;

t1.Union.field = ...;
t1.Enum = ...;

 Reverse Initialization Heuristic
case TTYCODE_FLAG:
    𝜏->Union.field = 1;
    𝜏’->Enum = ent->type;
    break;

● 𝜏 and 𝜏’ must have tagged union types
● 𝜏 and 𝜏’ must refer to the same object
● Enum must be the tag field in the tagged union

● These two assignment statements must be right after 
each other in the AST
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Analyzing Open Source Projects
Project Warnings

Tmux 1*

Vim 5

OpenSSL 0

SQLite 0

FFmpeg 0

PostgreSQL 4

Xerces 0

Protobuf 0

*when using a time machine
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Vim Findings
int generate_STORE(cctx_T *cctx, isntype_T isn_type, int idx, char_u *name) {
    isn_T *isn;

    RETURN_OK_IF_SKIP(cctx);
    if ((isn = generate_instr_drop(cctx, isn_type, 1)) == NULL)
         return FAIL;

    if (name != NULL)
        isn->isn_arg.string = vim_strsave(name);
    else
        isn->isn_arg.number = idx;

    return OK;
}

Vim, src/vim9instr.c, commit 54081f0ce

https://github.com/vim/vim/blob/54081f0ce087bb3efd2f62fdbbbd5ac812da69f8/src/vim9instr.c#L1128
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Vim Findings
int generate_STORE(cctx_T *cctx, isntype_T isn_type, int idx, char_u *name) {
    isn_T *isn;

    RETURN_OK_IF_SKIP(cctx);
    if ((isn = generate_instr_drop(cctx, isn_type, 1)) == NULL)
         return FAIL;

    if (name != NULL)
        isn->isn_arg.string = vim_strsave(name);
    else
        isn->isn_arg.number = idx;

    return OK;
}

isn_type and name are both used as tags of isn.

Vim, src/vim9instr.c, commit 54081f0ce

https://github.com/vim/vim/blob/54081f0ce087bb3efd2f62fdbbbd5ac812da69f8/src/vim9instr.c#L1128
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Vim Findings
isn_T* generate_instr_drop(cctx_T *cctx, isntype_T isn_type, int drop) {
    RETURN_NULL_IF_SKIP(cctx);
    cctx->ctx_type_stack.ga_len -= drop;
    return generate_instr(cctx, isn_type);
}

isn_T* generate_instr(cctx_T *cctx, isntype_T isn_type) {
    garray_T *instr = &cctx->ctx_instr;
    isn_T    *isn;

    RETURN_NULL_IF_SKIP(cctx);
    if (GA_GROW_FAILS(instr, 1))

return NULL;
    isn = ((isn_T *)instr->ga_data) + instr->ga_len;
    isn->isn_type = isn_type;
    isn->isn_lnum = cctx->ctx_lnum + 1;
    ++instr->ga_len;

    return isn;
} Vim, src/vim9instr.c, commit 54081f0ce

https://github.com/vim/vim/blob/54081f0ce087bb3efd2f62fdbbbd5ac812da69f8/src/vim9instr.c#L1128
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Vim Findings
int generate_STORE(cctx_T *cctx, isntype_T isn_type, int idx, char_u *name) {
    isn_T *isn;

    RETURN_OK_IF_SKIP(cctx);
    if ((isn = generate_instr_drop(cctx, isn_type, 1)) == NULL)
         return FAIL;

    if (name != NULL)
        isn->isn_arg.string = vim_strsave(name);
    else
        isn->isn_arg.number = idx;

    return OK;
}

Tag of isn is set to isn_type by generate_instr_drop, 
then union field access is based on name.

Vim, src/vim9instr.c, commit 54081f0ce

https://github.com/vim/vim/blob/54081f0ce087bb3efd2f62fdbbbd5ac812da69f8/src/vim9instr.c#L1128

	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39
	Slide 40
	Slide 41
	Slide 42
	Slide 43
	Slide 44
	Slide 45
	Slide 46
	Slide 47
	Slide 48
	Slide 49
	Slide 50
	Slide 51
	Slide 52
	Slide 53
	Slide 54
	Slide 55
	Slide 56
	Slide 57
	Slide 58
	Slide 59
	Slide 60

